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Abstract— Data hiding methods are realised in the form of steganographic communication
channels and in the form of digital content labelled with watermark while employing as the
carrying layer among the others: speech signal, audio, video and photos. Detection of the fact
of additional data hiding is hindered among the others because of constantly improved and
increasingly advanced methods for embedding and extraction of hidden data. In the article there
is presented the concept of the program container based on which the filtration of the above-
mentioned signals is carried out in order to remove the hidden data. The purpose of multimedia
filter action is to remove from the original signal (carrier) the hidden data or its significant
degradation, but in such manner that the original signal itself is not degraded significantly.

1. INTRODUCTION

The methods of the hidden data removal from the multimedia content are well known. In [1] three
types of attacks are described taking into account the available knowledge about the watermark
structure, embedder and extractor. These attacks include: exploiting the design weakness via blind
attack (I), exploring the knowledge based on embedding and extracting processes using original
signal and watermarked one (II) and the last type is a combination of the two (III). The first type
attack does not depend on the knowledge about the watermark embedding method. Such attacks
include the basic methods for signal processing, e.g., resampling, analogue-to-digital and digital-
to-analogue conversion, noise addition, lossy compression [2]. The second type attack is possible
thanks to the signal analysis before and after embedding the hidden data. The signal analysis is
conducted in both time and frequency fields, and considering among the others: system frequency
response. The discovered differences may be the essential prerequisite for recognising the method of
watermark embedding or the structure of the steganographic sequence. The attacks on the hidden
data may be hindered in a defence manner described in [3] in the form of hidden data masking.
The authors of the articles suggested the technique named Data Masking which consists in forming
the Probability Density Function (PDF) of the information enciphered to PDF format similar to
the audio or video signal stream. This way, the probability distribution of the enciphered data
occurrence becomes similar to the statistic distribution represented by audio or video signals. As
it was stated in [3] the attacks conducted by traditional stego-analysers of the hidden information
on so-masked confidential data are of low effectiveness.

As it was specified in the publication [4] among the attacks on the hidden data contained in the
multimedia signal there can be distinguished: removal attacks, geometric attacks, cryptographic
attacks, estimation-based attacks, remodulation attacks, copy attack, synchronisation removal.
The filter for removing the hidden data in the multimedia content may both remove the hidden
data from the multimedia content and degrade the hidden data (represented by the watermark
signal or steganographic sequence) in such way that they become impossible for extraction at the
receiving side, simultaneously meeting the condition of keeping the original signal quality at the
acceptable level by the user. The article proposes to apply the multimedia filter whose task is to
remove the potentially occurring hidden data contained in the audio streams, video streams or in
the multimedia files. It is assumed that the filter may operate also on the speech signal in the
telephony systems [5]. The methods for embedding the hidden data in the video and audio signals
are known [6-10]. The filter having the transmittance H(z) matched depending on the selected
method taken from the block of the method container DSP, makes the filtration of the signal which
can potentially have the embedded hidden data. To the filter it is possible connect the digital routes
from the telephone exchange PSTN/VoIP or Internet server whose task would be the filtration of
the data streams or selected Internet resources. By means of testing the signal quality and fidelity
before and after the filtration, it is possible to choose such processing parameters of the filter that
the processed signal degradation can be minimised [11-13].

In case of the hardware realisation of the proposed multimedia filter, you should pay attention to
the question of the equipment electromagnetic shielding and its electromagnetic compatibility [14—
22]. The essential part of the network environment for the described multimedia filter is the
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possibility of operation in the heterogenic environment with the guarantee for providing the service

quality [23-25].

As the degraded signal metrics there may be used the following norms:
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where: A,, — original signal, A} — filtered signal, n — number of sample.

2. MULTIMEDIALNY FILTR SKRYTYCH DANYCH

The described concept of the multimedia filter is presented in the Figure 1.

The filter for removing the hidden data contains in its structure (Figure 1) the executive module
in the block form: multimedia filter, with the transmittance H(z) shaped by the method container
DSP and parameters of DSP methods named DSP container. The degradation degree of the filtered
signal is verified depending on the input content and the selected method of filtration in the block
multimedia content quality testing and filter parameters adaptation.

In the Figure 2 there is presented an example positioning of the multimedia filter for removing
the hidden data. It may work in the cascade mode, just after the module for the dedicated attack
methods on the hidden data, or in the parallel mode. The filter may be installed, e.g., in the routers
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Figure 1: Multimedia filter for hidden data removal.
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(while using the network technique Deep Packet Inspection, DPI — in order to scan the datagrams
containing the multimedia signal), in the telephone exchanges or in the commonly used equipment,
e.g., smartphones, PSTN telephones etc., protecting against hidden steganographic transmission
and against penetration of the devices and telecommunication infrastructure at the same time.
The filter may also be the part of automatic scanner for computer viruses scanning the particular
resources of the computer.

3. CONCLUSIONS

In the article there is presented the concept of the multimedia filter for removing the hidden data.
The filter has its application in the filtration of the digital multimedia signal in order to remove
or degrade significantly the hidden data represented by the watermark or steganographic sequence
sent, e.g., in the speech signal in the telephonic connections.

The filter can carry out such operations on the signal as: lossy compression, re-quantization,
resampling, all-pass the filtration, equalisation, noise addition etc.. The filter, depending whether
the following are known: watermark structure, steganographic sequence, embedding method or
extraction method for the hidden data, may work on any input signal while using the selected set
of methods so-called blind attack or informed attack. The multimedia filter may be the comple-
mentation of the hidden transmission stego-analyser. In the presented concept of the system, it
is necessary to model the individual parameters of the filtration depending on the quality of the
digital content and assumed degree of the signal degeneration.
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